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Summary :

We confronted in our study the specifications of the incrimination and penalty in
cybercrime ,spotting the light on its objective and procedural aspects in two chapters :

we had in our first chapter the legal objective system of the cybercrime explaining the
different concepts of it focusing on some of the meanings of the criminal jurisprudence and
international accords concerning the fight against these crimes, the thing that led us to
discover the the aspects and specialties of cybercrimes mentioning the person committing
the crime, the site of the crime based on the processed data in a digital environment
seeking its results and international resolutions.
And in an another side we mentioned the categorisations of cybercrime taking in
consideration the different divisions proposed by the jurists of the criminal law leading us
to divide our research according to the use of digital system to commit these cybercrimes,
that data platform used to embezzle financial disclosures of ordinary persons and financial
enterprises by cheating and cyber manipulating stored data and personal informations. And
these actions are effecting criminal protected assets, we than proceeded to the crimes that
effects the functions and illegal use and theft and sabotage of cyber data, mentioning the
cyber-attacks on governments, spying and agitation and actions of terrorism threating
national security.

- About our second chapter, we explained the procedural legal system in

cybercrimes, where we spotted the light on the territorial and qualitative jurisdiction rules
according to the general bases pointing to the procedural rules in the field of jurisdiction
national wise considering the latest updates.
We moved later to the methods of investigation in cybercrimes dividing our research into
two stages, the first includes the primary investigation on the level of the juridical forces
and public prosecution , the second stage includes the juridical investigation concentrating
on the on the authorities of the public prosecution and the judge of investigation during the
process of the public lawsuit in the procedures allowed to the judge of investigation
according to the public rules and latest modifications of the criminal procedures law and
the laws of the fight against cybercrimes and the entering in the procedures of investigation
according to the 11-21 law of renovating the national criminal pole of cybercrimes.

Key words:

Cybercrime- informational data-automatic processing system-exclusive jurisdiction-digital
guide — electronic communication monitoring- the specialist criminal pole-national
accords-judicial cooperation.
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